Scenario for the Auditorium Assets to be Protected

Up to 250 people are invited to a forum at the National Guard

Academy (designated as a Critical Infrastructures for this event) to discuss increase
border security and reduce potential cross border terrorism. Several

separatist groups in the border region are trafficking in arms and explosives.
Among the attendees are the Foreign Ministers of Libya and Algeria plus the
Foreign Minister of Tunisia. Several embassy ambassadors, the press and other
lower-level government officials are expected to attend.

You are part of a team that will devise a Critical Infrastructure Security plan to
ensure the forum is held without incident. The security plan will focus on the
Academy’s main entrance, the Auditorium (where the forum will be held) and the
dormitory, where the VIPs will be housed for the two-day event. If successful, the
Academy may become a permanent venue for future forum.

Intelligence has learned the regional separatist groups, al-Qaida in the Islamic
Maghreb (AQIM) wishes to bring back attention to itself and opposes tighter
borders. They reportedly continue to move arms and people easily within the
region. This group has used suicide bombers to target Tunisian police and National
Guards in the past. Credible intelligence has been received from reliable
informants that they’ve been actively observing the base, taking pictures and
plotting the best methods to attack the base while the conference was in session.
Information has not been confirmed but initial information indicates it may be
either a vehicle bomb or suicide bombers. More intelligence to follow as it
becomes available.

Team 1 will consider the site front gate a Critical Asset and identify the different
components of their area, evaluate and prioritize its components and the likelihood
of the components’ damage/injury and create a security plan to ensure all attendees
can enter/exit the front gate to the parking lot and onto the Auditorium (where
another team will provide for their security inside).

Team 2 will conduct a site survey of the front entrance of the

Auditorium, determine the physical conditions, the Auditorium operations, analyze
the threat and anticipate all possible undesired events (illness, power outage,
demonstrations, etc) decide what technical equipment is needed, how big a security
force is needed and the different duties to be assigned, create policies and
procedures for the equipment and guards. Team A will also evaluate the



interdependence with other Critical Assets (the Academy’s front gate and the
Dormitory) as well as other assets (Electric, fire/rescue, bomb dogs, etc)

Team 3 will consider the historical French build dormitory facility a Critical
Infrastructure and will conduct a site survey of the front entrances of the
dormitory, determine the physical conditions, the dormitory operations during the
forum, analyze the threat and anticipate all possible undesired events (illness,
power outage, demonstrations, etc) decide what technical equipment is needed,
how big a security force is needed and the different duties to be assigned, create
policies and procedures for the equipment and guards. Each team will also evaluate
the interdependence with other Critical Assets (the Academy’s front gate and the
Dormitory) as well as other assets (Electric, fire/rescue, bomb dogs, etc)

Each team will present their Security Plan via a 15-minute debriefing outlining:

A: Their assigned Critical Infrastructure
B Critical Assets to protect:

C: Threat assessments:

D: Depth of Protection:

E: Physical Condition: (Site Survey)

F: Facility Operation

G: Technical Equipment:

Policy

Procedures

Regulatory

Legal

H: Security Forces

Policy

Procedures

Regulatory

Legal

I: Interdependencies — Impact of each of the entities on each other.
Policy

Procedures

Regulatory

Legal

J: Gap Analysis to make the National Guard center safe for all attendees
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