Physical Security System Components


A major responsibility for installations and facilities, the purpose of physical security is
prevention, protection, and mitigation. Physical security is defined as that part of security concerned with active, as well as passive measures, designed to deter intruders, prevent unauthorized access, including theft and damage, to assets such as personnel, equipment, installations, materials, and information, and to safeguard these assets against threats such as espionage, sabotage, terrorism, damage, and criminal activity.

There are three parts to be considered for physical protective measures:

•  people,
•  equipment, and
•  plans/procedures.
 
 
People are the first, and most important, part of a security system. A variety of people need to be involved to ensure success.

•   Security managers. Responsibility includes managing security systems, policies, procedures, and lead the security personnel themselves. Additionally, their responsibilities include overseeing the following:

–  Physical security of an organization’s assets
–  Develop and enforce security policies and procedures
–  Crisis management
–  Employee security awareness
–  Security systems management

•   Security officers/guards. These personnel work directly for the asset owner or could be contracted. At times, there is a mix of both, which are called hybrid programs. Security officers' responsibilities include, but are not limited to:

–  Screening visitors
–  Controlling access points
–  Inspecting vehicles and packages
–  Conducting foot or vehicular patrols
–  Utilizing and overseeing maintenance of doors, locks, alarms, cameras, lighting
–  Responding to security incidents

•   Employees. Every employee should be considered part of a security program. Through a security awareness program, employees should be taught to understand the relationship between security and the organization’s success, learn their obligations under a security program, know how to act during an incident, and be familiar with how to report any security concerns.

•   Law enforcement. Many critical assets do not have any security officers and rely completely on local law enforcement and/or state police for their response element. Law enforcement should be aware of the critical assets within their jurisdiction and keep abreast of threat actors.

•   Community. Security is everyone’s responsibility—every citizen has a civic duty to report suspicious activity to protect people and property. “See something, say something.”
 
Equipment

Equipment can be divided into two sections, physical protective devices and intrusion detection system (IDS).
 
Physical Protective Devices

Physical protective devices are used to delay and deny an adversary access to the asset. They have been part of security systems for years and are what people usually think of when physical security is mentioned. The following are examples of physical protective devices:

•  Physical barriers
–  Fences and walls
•   Not included as part of the facility structure
•   Many varieties from small decorative fences to fences with concertina and razor wire
•   Fence type depends upon the degree of security/protection needed to protect the asset
•   Fences can be anchored with a cable(s) to prevent vehicle access
•   Walls material can include brick, stone, concrete block, or glass brick; can be reinforced with
steel bars
•   Fences and walls should be tall to discourage climbing, with tops that prevent scaling
–  Barriers
•  Types
–  Concrete barriers (commonly known as Jersey barriers)
–  Decorative barriers
–  Planter type barriers
–  Landscaping
•  Additional considerations
–  Anchored properly, of sufficient weight, and can stop vehicles and/or people
–   Use to channel traffic and set up in serpentine patterns to reduce vehicle speed lessoning threat of vehicles being used as a weapon; utilize final denial barriers (FBDs) which are hydraulic and can deploy quickly to prevent a vehicle from going toward an asset or entrap the adversary
–   For effectiveness, reinforce barriers/planters with steel and place or anchor to handle the design-based threat for a vehicle-borne IED
–   Utilize physical barriers as efficient use of landscaping (trees, bushes, shrubs) or land pushed up/dug out to prevent unwanted vehicle access
 
•  Buildings
–   Can be designed and built to handle threat vector of concern (including bombing, arson, penetration, ballistic threats)
–   Crucial that all three elements are built to handle the standard need to protect against a postulated threat
•  Physical entry and access control
–  Mechanical locks
•   Simple way to protect from unauthorized entry
•  Recommended that keys be non-duplicating type
•   Inventory keys issued and be sure to have keys returned once access isn’t needed
•   Change or rotate the lock cores periodically
•   Code locks or utilize a combination while changing regularly when employ access needs change.
–  Electrical locks
•   Allow doors to be locked and unlocked by a remote device/keyboard
–  electric push button
–  motion sensor
–  card reader
–  digital keypad
–  biometric device
•  May be mechanical or electromagnetic
–  Personnel access control
•   Locks can be combined with other security features to provide additional control before entry is granted

•  Traditional levels of automated entry control (AEC)

–   AEC Level 1. Person must use a swipe or proximity card to gain access—an excellent technique to
protect against disgruntled/dismissed employees
–  AECs Level 2. Pin or password is required in addition to a swipe/proximity card
–   AECs Level 3. Level 2 requirements with a biometric feature—fingerprint, hand geometry,handwriting, eye scan and voice recognition (some sites also use a person’s weight with built in tolerance level)—to verify entry credentials
 
•  Vehicle access control
–   Identification can include devices such as placards, stickers, radio frequency identification
(RFID), bar codes or electronic tags
–  Additional feature is to match a vehicle with a person
•   Security lighting can augment other security measures
–  Physical barriers
–  Intrusion detection systems
–  Video surveillance
–  Security personnel activities

Intrusion Detection Systems

An intrusion detection system (IDS) is an important part of physical security. The purpose of an IDS is to deter, detect, document, and deny or delay intrusion. IDSs detect changes in the environment which could be a result of an intruder, or something else that may require further investigation. These are generally controlled by or are enhanced by some type of cyber or computer system.

The following are considerations to keep in mind with IDSs:

•   Performance and confidence in the system. While performance equates to how well the sensors detect a threat, equally important is the confidence the security team has in them, which can be affected by the nuisance alert rates (NAR) and false alert rates (FAR). NARs are caused by oversensitivity of the sensors in that it is detecting movement or energy that should be ignored (for example, small insects and rodents and the shade caused by an overcast sky or setting sun).

FARs are when the alarm goes off for no good reason.

•   Active or passive sensors. Passive sensors detect energy submitted by an object of interest to detect change in the natural field of energy. Active sensors transmit energy and then detect changes (caused by presence or motion of an adversary). Passive sensors are good in that they don’t disturb the natural environment of the area being protected, which is crucial if dealing with explosive or volatile substances. They are also difficult to detect by an adversary. However, they have a higher NAR/FAR than active sensors. Active sensors are more accurate but can be easily detected by an adversary.

•   Volumetric or line of sight (LOS) detection. A volumetric sensor covers a vast array of space and is hard to find its location. A LOS sensor detects an entry upon a linear plane, which is easier for an adversary to see. However, the LOS sensor is easier to install, especially if the terrain changes greatly within the detection zone.

•   Application. Sensors can be installed by burying them, placing them in and around a fence or free standing. Each one has specific pros and cons as it relates to performance, confidence, and ease of maintenance.
 
Intruder detection systems include:

•  Exterior IDSs
–   Fence disturbance sensors should be placed on the fence and designed to detect climbing or an adversary going under it and can also be placed to detect cutting.
–  Ported coaxial cables should be buried in the ground to provide detection.
–   Motion detection systems are generally used with an audible or silent alarm—could be microwave, infrared technology ultrasonic detectors or beam detectors.
–   Clear zones to include terrain on both sides of the fence and areas where the senor field is attempting to detect instructions should be cleared back to help reduce NAR/FARs and increase the probability of detection.

•  Interior IDS
–   Similar to exterior sensors in capability with the added advantage of not needing to be protected from the environment to the same level.
–   Include electromagnetic sensors, which are placed around doors and windows and alarm when the circuit breaks by movement.
–   Additionally, one might see additional use of vibration sensors which detect movement on the surface they are attached. This will detect a blow to the area as seen with a penetration threat (for example, someone coming through a wall verse using the door/window).
•   Video surveillance. Camera systems that can be offensive or defensive.
–   Offensive camera systems are monitored and when something is detected can initiate a response to stop the intrusion.
–  Defensive systems merely record the intruder for later investigation.
 
Plans/Procedures
 
Policies Versus Procedures

Security policies establish strategic security objectives and priorities for an organization and identify who is primarily responsible for physical security. These policies should set forth the expectations for managers, employees, and others in the organization.
  
Procedures are detailed implementation instructions for staff to carry out security policies. 

Note: Both policies and procedures must be communicated effectively to staff members and should receive a legal review for sufficiency and liability. To be effective, response and emergency action procedures should be exercised/executed extensively to where it becomes “muscle memory” from both the security force and building occupants.

Crime Prevention Through Environmental Design
The design of a security system with the components mentioned above should be well thought out and calculated to increase the security effectiveness. Crime Prevention Through Environmental Design (CPTED) has proven effective in reducing crime and bolstering security.

The basic principles include:
 
•   Natural surveillance which consists of increasing visibility within and around a facility by encouraging its legitimate personnel to increase their observation, detection, and reporting of trespassers.
•   Access control which includes natural and mechanical systems and aims to create patterns of entry and exit to prevent an adversary from having unabated access to the building.
•   Territoriality which establishes a sense of ownership by asset owners and building occupants to increase vigilance in identifying adversaries.
•   Legitimate activity support which involves appropriate use of building functional spaces and fills the spaces with legitimate users to detect potential adversaries.
•   Management and maintenance strategy which includes the maintenance and the care of a building and its physical elements and repair of broken items is critical in sending a message to the adversary that someone cares for the asset and people.
 
Physical Security Functions
 
 
In today’s world, security threats are becoming more sophisticated and complex. Therefore, it is essential to have a comprehensive security system that includes all five D’s of security:

1.  Deter,
2.  Detect,
3.  Deny,
4.  Delay, and
5.  Defend.
 
The 5 D’s are often used to design a protection system that can reduce the overall cost of a facility’s security system and improve the effectiveness of security. The five D’s holistic approach can be applied to both physical security and cybersecurity systems.
 
Deter - Deterrence attempts to provide the appearance of a “hard target” starting at the first layer of security, the perimeter. It is the ideal solution to prevent an attack from happening in the first place and can prove especially effective when combating inexperienced lone wolves who may be more easily dissuaded by the obvious challenges of attacking a site. This can be accomplished with the use of a mix of physical infrastructure such as fences and lighting along with active security
patrols. The objective is to discourage the adversary from even attempting a breach of the system. Deterrence is a psychological battle, and when the security department wins, the adversarial activity never starts. Applying surveillance technology along the perimeter typically requires the use of overt, large enclosures, which make it obvious to all approaching the perimeter that they are under surveillance. Signs saying “no trespassing” or “area under surveillance” also aid in communicating a deterrent message to unauthorized persons. Vital to these measures’ effectiveness is a credible threat of unacceptable counteraction.

Note: While most agree that deterrence is crucial in a security system, it is also difficult to measure its effectiveness. This is important as it is not factored into the quantitative VA (vulnerability assessment).
 
Detect - The detection objective is to monitor large areas of space to accurately detect possible unauthorized intrusion in time to respond appropriately. Detection is the  process of identifying potential threats or hazards as early as possible and can involve a range of technologies, such as motion sensors, video analytics, and IDSs. Surveillance camera technology, especially megapixel cameras, is very effective as an accurate detection tool. Important objectives are the timely notification to security personnel, and having the ability to zoom into the area where intrusion was detected digitally or optically. The goal is to detect threats before they have a chance to breach the perimeter and enter the facility or system. Detection may arise through observation of the operational area or through deductions made following an analysis of the operational area.
 
Deny - The deny objective is to keep unauthorized persons out, while allowing authorized persons to enter. This can involve physical barriers, such as fences and gates, and access control systems, such as biometric scanners and key card readers. The intention of surveillance at this point is to provide visual verification to the biometric or card access system. The goal is to make it as difficult as possible for a threat to breach the perimeter and gain access to the facility or system, to include preventing sabotage, tampering, or intelligence collection on critical assets.
  
Delay - The delay objective is to slow down an active intrusion enough to force the intruder to give up or allow the security team to respond. This can involve physical obstacles, such as bollards and barriers, and security personnel trained to respond quickly and effectively to a breach. Often, interior locking doors or other physical barriers are used to slow down the intrusion. Surveillance cameras can be used inside the delay perimeter to provide situational awareness and measure the effectiveness of the delay countermeasures. The goal is to buy time for security personnel to take defensive measures and mass response forces at decisive points. Security forces should intercept adversaries before they can reach positions to achieve their objective.
 
Defend - Defense is the act of neutralizing a threat once it has breached the perimeter. The defend perimeter is typically a security personnel response that attempts to apprehend the intruder. Ideally, adversaries are defeated before they can cause significant damage or disruption. This can involve a range of tactics, from physical force to cybersecurity measures, such as firewalls and intrusion prevention systems. Surveillance is used at this perimeter to record the apprehension and determine the effectiveness of the response. This final perimeter often includes the involvement of law enforcement and typically overlaps the other perimeters. The goal is to stop the threat and prevent it from causing any further damage.

Integrated Defense
 
The need for an intrusion detection system (IDS) is driven by the increasingly complex and interconnected nature of security threats, the imperative for efficient resource utilization, the importance of rapid response and situational awareness, and the necessity for adaptability and flexibility in the face of evolving threats. An integrated defense is a maturation from a checklist approach in physical security and emphasizes a system approach.
 
Background

This approach was developed by the US Air Force Security Forces, the largest police/security force in the country, to better defend critical resources. The Air Force has had unparalleled success with this model and it’s worth benchmarking. Historically, the Air Force was primarily checklist oriented when developing security plans, which was easy to execute, but not a true measure of effectiveness. The checklist questions included but weren’t limited to:

•   Do we have lighting on the flight line?
•  Are restricted areas identified?
•  Do we have access control badges?
•   Are security personnel properly equipped, trained, and armed?

However, the question of whether the Air Force could stop the adversary before they got to the resource was never asked. While the answer might be implied, it was obvious a better approach was needed—a systems approach. Utilizing the five D’s approach connects those checklist items into a system. All parts of the security system must interact, communicate, and react to defeat the threat and protect the assets.
 


Objectives

There are four essential objectives that must be integrated to have a reliable security system:

1.  See First,
2.  Understand First,
3.  Act First, and
4.  Win.
 
See First

This is a two-part objective. The first part encompasses examining all intel products so that threats can be detected and identified. Through Intelligence and situational awareness, predictions are made on the potential adversary’s enemy COA (courses of action) and likely attack path(s). It is crucial that all intel is fused from the whole community to fully understand the threat actors. This is of
particular concern if it a mature terrorist group is involved.
 
The second part involves putting sensors out to detect the adversary. Based on the threat analysis, appropriate sensors are placed in most likely avenues of approach and in/around critical assets. Furthermore, a concerted effort is put forth to activate the best sensor on record, people. The whole of community is informed to be on the lookout for suspicious activity, what that activity might look like, and how to report any observed activity.
 
Understand First

This step is also a two-part process. First, all vulnerabilities based on the threat analysis are examined and rolled up into a risk analysis. Leadership determines which ones are to be mitigated and which ones are to be eliminated. These are incorporated into security plans and response procedures and then rehearsed by a now, informed, security force. 
Once a risk analysis is completed, procedures are developed, and equipment placed so that alarms can be quickly and accurately assessed. This is crucial as it impacts the next element, the response.
 
Act First

The “Act First” step is how security/protection elements come together to protect the asset. Response elements need to know the lay of the land, know how to fully employ equipment and weapons, and rehearse coming together as a team to neutralize the threat.



Win

Win is the true measurement of a security system. The threat must be neutralized for a security system to be considered effective.
 
Calculating the Effectiveness of an Integrated Defense System
 
Ultimately, the goal of an integrated defense system is to stop an adversary from destroying resources or disrupting operations. This process involves two key elements, a Probability of Interruption (PI), which incorporates detection and assessment (See First and Understand First), and the Probability of Neutralization (PN), which accounts for a response force stopping the aggressor (Act First and Win).

Starting with a thorough risk assessment to establish the foundation of the security system, the blueprint is established for an aggressive defense predicated on actionable Intel that ensures critical assets are protected.

PI encompasses the ability to detect the adversary. This can be done by the
components of the physical security system, including detections utilizing technology in the form of sensors and/or cameras. Coupled with detection is the ability to quickly assess and communicate the threat/situation. These factors are crucial for the neutralization of the threat to occur. PN is made up of having the right sized, trained, and equipped response force getting to a position in which it can neutralize the threat before the resource is damaged or destroyed. 
 
The capabilities needed to achieve these objectives are all part of the physical security system. The idea is to integrate all facets into a comprehensive security system through the lens of risk analysis. The thought process starts with how this action is going to be integrated into the security plan to produce a high rate of PE. For example, it is ineffective to equip the response force with the newest equipment and weapons if there is no detection capability. Instead, it may be preferable to install detection sensors while maintaining the response force with the same equipment, assuming it is effective to neutralize the threat. These type decisions are part of the risk analysis process. Integrated defense systems provide security leaders with capability-based
effects to ensure smart decisions are made.
  
Type

Complex Threat Landscape
  
Interconnectedness of Threats
  
Maximizing Resource Utilization
 
 
Real-time Response
 
 
Enhanced Situational Awareness
 
 
Adaptability and Flexibility
 
 
 
Protection of Critical Infrastructure
 
 
Deterrence and Strategic Stability
 
Explanation

Modern threats are multi-faceted and can come from various sources including highly trained domestic violent terrorists, non-state actors, cybercriminals, and criminals. An IDS helps in addressing these diverse threats by providing a holistic approach to defense.

Threats in the contemporary world are often interconnected. For example, a cyber attack could disrupt critical infrastructure, leading to vulnerabilities in national security. An IDS ensures that defense mechanisms are integrated across different domains to effectively counter such interconnected threats.

With limited resources, it's essential to optimize their use. An IDS allows for the pooling of resources and capabilities across different branches of the military, government agencies, and allied nations, ensuring efficient allocation and utilization of resources for defense purposes.

Rapid response is crucial in countering modern threats. An IDS facilitates real-time information sharing and coordination among various defense components, enabling timely responses to emerging threats and incidents.

An IDS provides a comprehensive view of the security landscape by integrating data from various sensors, surveillance systems, intelligence sources, and reconnaissance platforms. This enhances situational awareness, enabling better decision-making and proactive threat mitigation. The nature of threats is constantly evolving, requiring defense systems to be adaptable and flexible. An IDS, built on modular and inter-operable components, can quickly adapt to changing threat scenarios and incorporate new technologies and tactics as they emerge.

Critical infrastructure such as power grids, communication networks and transportation systems are prime targets for adversaries. An IDS helps in safeguarding these vital assets by providing a layered defense approach that encompasses physical security, cybersecurity, and resilience measures.

A robust IDS not only defends against threats but also serves as a deterrent to potential
adversaries. The capability to detect, intercept, and neutralize threats sends a strong signal of deterrence, thereby contributing to strategic stability and preventing conflict.
 
Cybersecurity Opportunities/Threats to Physical Security
  
Cyber-physical systems (CPS) have emerged as the backbone of CI, driving innovation across manufacturing, energy, transportation, and even government and healthcare. Integrating computation with physical processes, CPS offers tremendous benefits to businesses, but also introduces new potential risks. As such, the incorporation of cyber into a physical security system can be a force multiplier, essentially amplifying the PE value without increasing the number of response personnel. However, it also introduces substantial risk to security if the network and its devices are not properly protected, essentially becoming an Achilles Heel. 

NIST anticipated this risk more than a decade ago, in a 2013 report titled, Strategic R&D Opportunities for 21st Century Cyber-Physical Systems, the authors state,
“CPS security raises a host of new challenges. For example, the combination of cyber and physical vulnerabilities may lead to attack models that are fundamentally new, hard to analyze, and carry substantial risk in maintaining physical integrity of critical systems.”
 
Examples

The following are examples of this push-pull relationship to provide clarification.

Advancements in Network-Based Security Systems

Utilizing the network allows for more efficient alarm notifications and increases the ability to monitor cameras a great distance from the control center. Over the recent years, security professionals have replaced copper to connect alarm sensors with control centers with fiber. This greatly increases the capability as fiber is more durable, can be run for longer distances, is stronger, and can carry significantly more data. The other key advantage is that it keeps up with the current practice of converting analog signals, which is what copper utilizes, to digital signals. Historically, security and fire professionals would rely on plain old telephone service (POTS) to send signals for locations further away. However, as communication companies convert to
digital services, problems have arisen in that analog signals are not accurately reported or portions of it are lost.
 
 
 
•   Pros. Voice over Internet Protocol (VoIP) allows the analog signal to immediately be converted to a digital to ensure the message is not distorted. It also allows for more sensors to be connected to an alarm system, especially if fiber is used.

•   Cons. Management must plan proper redundancy in case of power outages or if the network is affected by external forces like bad weather. Additionally, the network must be protected to ensure the cyber triad (CIA) is maintained.

Enhancing Security Efficiency with Advanced Camera Systems and Software

As already stated, the use of cameras greatly increases the PE of a security system. Some cameras (Pan Tilt Zoom) can be programmed to automatically move to the source of an alarm when it activates. This computer program allows for quick assessment of a potential threat and aids in getting accurate and timely information to a response force element. Other cameras can be used to monitor large detection zones or a specific avenue of approach for a potential adversary. However, having a large array of computer monitors in an alarm control room doesn’t necessarily equate to a
higher PE rate. This is due to the difficulty of continually monitoring alarms and the ability to stay alert and detect changes in the pictures. This is a big challenge for security managers to deal with, and one of the main reasons why TSA rotates people through the different stations. To conquer this human factor challenge, security professionals can utilize “enhanced video detection” software which can help turn cameras into alarm sensors. Computer software analyzes the pixels and
can detect human shape images, and ignore smaller animals, and can then annunciate with an audible and/or visual alarm.

Advantages

Essentially, this software turns the cameras into alarms on steroids and greatly improves the PE rate.

Disadvantages

The negative aspect of this system, if it goes down; especially if security managers rely on this software and do not put as many alarm sensors around critical assets or reduce manpower since the system provides a great increase in the PI.

Access Control

Access control is a critical process in a security system. By using an electronic database, security professionals can maintain a “real-time” list of who is authorized to enter. They can also maintain a list of people who are “debarred” from entry to ensure the utmost protection for critical assets and people. In fact, certain programs exist that also matches the list of authorized personnel against sex offender, FBI watch, and wants/warrants listings. This benefit flags troubled employees/visitors so that additional screening can occur. One of the best features is that it allows for someone to immediately be taken off the access list if they are terminated or discipline issues arise. This is useful in keeping the inside threat from potentially harming people and critical assets.
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•   Pros. Ensures only people who have been properly screened and vetted are allowed entry to the CI.

•   Cons. Without appropriate security protocols, an adversary could gain access to the list and manipulate it to allow unwanted/unauthorized personnel entry.
 
Considerations

There is now a symbiotic relationship between cyber and physical. Industry trends have shown a significant rise in cybersecurity related crimes that are directly linked to physical security vulnerabilities.

According to the 2021 Verizon® Data Breach Investigations Report, “85% of cyber security breaches involved a human element.”

Source: Verizon 2021, “Verizon Data Breach Investigations Report”

This includes exposure to insider threats and physical breaches. Due to the increased focus on pandemic management, sustainability considerations, and the hybrid workplace, organizations need to examine their physical security programs as they relate to cybersecurity threats from this new operating model. 

A robust and cyber-converged physical security program is the first step to
reducing cyber security threats and risks. It is imperative that physical security managers and the cybersecurity team work closely together. The threats are dynamic and adapting more quickly than ever before. As such, there is a strong
demand signal to keep up and integrate the newest technology into the security system. 
This needs to be done in a methodical way to ensure legacy systems can communicate with the new components.
 
Obviously, there is a vast array of challenges that can only be accomplished by obtaining and maintaining a close relationship with the security disciplines.

