Site Survey Checklist
	Physical Conditions (Continued)

	
	Maps of the facility and topography (showing fences, barriers, parking lots, lighting, street parking, delivery points, public and private access points)

	
	Detailed site maps and drawings showing building locations and critical asset locations

	
	Interior facility drawings indicating critical asset locations and security system components, such as alarms, and closed-circuit television cameras, security force posts, access points.

	
	General information about climate and annual weather conditions and extreme weather concerns.

	
	Facility construction,  materials, number of floors (stories), fire escapes (internal/external)

	
	Other:

1. Who from the security team can be interviewed  as a point of contact to assess the facility, its function, regulations, policy, and answer the following questions, and authorize a tour of the facility?

2. Who is the director of facility (maintenance)?

3. Who is (or are) responsible for maintaining the technical security equipment and computer security?

4. Has any building or the facility been threatened by a natural disaster or terrorist attack?

5. Has the topography or vegetation in the area prevented the security systems from working as they should?

6. Does the location of the facility allow easy access to outsiders, such as the public?

7. Is the facility layout as depicted in the maps and drawings still accurate?

8. Are structures on the site still depicted accurately on the facility drawings?

9. Are infrastructure details such as ventilation and air conditioning, communications and information systems, location of hazardous materials available for review?

10. What areas can be photographed for the site security survey (and what can’t be photographed)?



	
	11. What security measures are in place to detect an attack on the facility? (CCTV, guard posts, motion detection, sensors, etc) What procedures are in place to verify a suspicious activity or attack? 

12. What security measures are in place to delay or block an attack. (i.e., fences, walls, doors, gates, unarmed/armed security) What are the procedures should an attack occur?

13. How many controlled access points are at this facility? Are they automated? 

14. How many areas of the facility contain critical assets/information/personnel? Do these areas have additional security (i.e., are they isolated, armored, additional technical security)? What are the procedures should an incident occur near these critical assets?

15. What is the nearest point a vehicle can get to the facility? Are there balusters or hight-restricting barriers to limit the size of vehicles to the facility? What setback distance does the current policy require for vehicles and trucks? What procedures are in place to enforce this policy?
16. What is the distance from the parking lot to the facility or other critical assets?

17. What is the distance from other public access points to the critical assets or facility?

18. How far is the nearest offsite police station or security force that can be called and what is their response time.

19. How far is the nearest fire station that can be called should there be a fire or medical emergency? 



	Facility Operations

	
	Information that illustrates the facility’s mission and critical assets

	
	Schedules of work activities to include open and closed periods involving critical assets

	
	Schedules of security force personnel to include numbers of personnel based on work schedules and shift changes

	
	Other:

1. What is the mission of the facility and how does the critical infrastructure contribute to the mission?

2. What is the work schedule of those involved with the facility operation? Your response should include open and closed periods, weekends, and holidays.

3. What are the security clearance requirements of employees? What are their respective job descriptions?

4. Does the schedule of work activities reflect what was received during the data call?

5. Is there a security force? How many per shift? Armed or unarmed? Are they government employees or from a private security company? What is their vetting processes? 

6. Can we view the security policy and procedures manual? 

7. Does the security force know and understand their guiding policies and procedures?

8. Does the security force coordinate with a national Emergency Management Center (EMC)? What are the procedures should an incident occur at the facility? Are coordination drills with the EMC regularly scheduled? Are there policies and procedures for sharing intelligence with the EMC and other entities? 
9. Are visitors allowed in the facility and if so, how is access controlled?

10. What are the security requirements for security force personnel at the facility?

11. When was the last time, the security force conducted a performance test. If conducted, what were the results?

12. Can you show me the reports on violations of policies and procedures?

13. Are security systems performance tested, if so, when was the last test and what were the results?

14. Are the security systems performing as designed? As an example, do the sensors operate properly, does the closed circuit television view truly indicate who or what is in a specified area, and lastly are the physical barriers to the facility adequate?




	Regulatory Requirements

	
	Regulations from the government authority responsible for the specific critical infrastructure

	
	Local emergency services response regulations

	
	Government mandated security regulations 

	
	Past reports on regulation violations

	
	Other 

1. Who is the regulating authority for this facility, and is there more than one?

2. When was the last regulatory audit? What were the results?

3. What has the facility done to comply with regulations and findings by the authority?

4. Are there regulatory requirements for the facility’s security force?




	Safety Considerations

	
	Evacuation plans affecting critical asset area

	
	Emergency services response plans to critical asset areas 

	
	Safety inspection reports concerning critical asset areas

	
	Other:

1. Is there a risk of fire, radiation or chemical exposure at the facility? What safety equipment and technical detection systems are present? What are the procedures should an incident occur?

2. When was the last safety inspection conducted of the facility area(s)?

3. Does the inspection include life safety issues such as confined space reviews (ensuring people are able to safely work in and escape from spaces that have limited access)?

4. Who responds to emergency situations such as fire and medical issues?

5. When was the emergency response plan last tested? What were the results?

6. Is there an evacuation plan? Has the plan been exercised?




	Legal Considerations: Information concerning lawsuits that relate to:

	
	Security force personnel, policy, and procedures

	
	Searching of employees and visitors to the facility

	
	Failure to provide proper training issues

	
	Failure to comply with regulatory requirements

	
	Any information on the final outcome of such legal issues

	
	Other:

1. Are there any legal constraints on the facility and how it operates? If so, what are they and how do they affect security operations?

2. Are there any current legal issues at the facility? If so, what are they?

3. What are the legal regulations that govern the security force’s actions against a terrorist?

4. What are the past legal issues affecting the facility’s operations? 




	Critical Assets

	Personnel and Visitors
	How many employees work here? (9am-5PM)?
How many employees work here after hours
What types of people are in the facility? (i.e., Technicians, clerical staff, maintenance workers, official visitors to facilitate the facility’s mission, general public, etc)
Who are the critical employees at this facility? (Minister, General, Head of Security, Director of Facilities?)
How many visitors come to the facility? (Are they VIP, repairmen, etc)


	Information Stored at Facility
	What types of information is stored at the facility?
Hard copies or digital? (Are their redundant storage procedures?)

Is all information stored in one place or various places throughout the facility? Does all the information stored at this facility have the same critical importance? If not, what are the policies to differentiate the critical levels of information,  What are the procedures to ensure this information is secure as the policy dictates?

 

	Processes
	What processes performed at this facility?

Which processes are critical?

What protection is offered to protect these processes? Are there redundant systems available? 

What contingency plans are in affect should the processes at this facility stop working?

Are periodic drills performed to evaluate the efficiency of the contingency plans implementation?



	Equipment
	What equipment and physical assets are maintained at this facility?

Which assets are considered essential and/or critical for this facility to function?

Is there ready redundancy to augment loss of these critical assets?

Is there funding to pay for repair/replacement?  Are the assets  insuranced incase of loss?  


	Threat to Facility or Personnel 

	Insider Threat
	Is the facility, its processes, or personnel vulnerable to assault, sabotage, theft, or terrorism from an employee?
Would the motivation be political, religious, social, economic, personal, or other?
Would they use stealth, force or deceit?
Would they be able to act alone or require  assistance from other employees or outsiders?
What logistics would they need (i.e., tools, weapons, equipment, transportation. Etc)?
Have there been any prior incidents of an employee(s) committing a threat?
Is there any historical or current intelligence to indicate an attack or threat to this facility or its personnel?
Have any similar facilities in the region had an attack or threat?
What procedures are in place to vet employees or prevent a disgruntled employee from attacking this facility?
What are the procedures for visitors who come to the facility?

	Outsider Threat
	Is the facility, its processes, or employees vulnerable to assault, sabotage, theft, or terrorism from an outsider or group?
Could a single person without insider information, affectively disrupt the processes at this facility or harm the personnel?
Would the motivation be political, religious, social, economic, personal, or other?
Would they use stealth, force or deceit?
What points of attack or entry are vulnerable?
What logistics would they need? i.e., tools, weapons, equipment, transportation. Etc?
Have there been any actual incidents or attempts to committing a threat against this facility and/or personnel?
Is there any historical or current intelligence to indicate an attack or threat to the facility or personnel?
Have any similar facilities in the region had an attack or threat on a facility like this?
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