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Addendum 6.1: Critical Asset Identification[image: plus1.jpg] Activity
	Purpose:
	To identify critical assets for assigned facilities

	Duration:
	30 minutes (20-activity; 10-debrief)

	Group composition:
	Table groups

	Debrief:
	Large-group discussion



Directions:
1. Your facilitators will assign your team four facilities.
2. Locate your team’s four assigned critical infrastructure facilities in Table 1: Critical Asset Identification Matrix. 
3. For your assigned facilities, provide specific examples of assets for all four categories of critical assets (people, information, processes, and equipment). 
4. Write your answers in the spaces provided; the first row presents an example. 
5. Be prepared to share your answers with the class. 
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Table 1: Critical Assets Identification Matrix

	Critical Infrastructure
Facility
	People
	Information
	Processes
	Equipment

	Banking and Finance
Central Bank

	Data managers, finance and fund managers
	Banking data to include accounts, investments, international monetary responsibility
	Processes that provide for transmittal of data, as listed in previous column
	Computer equipment

	Chemical Sector
Manufacturing, storage, transportation, and warehousing facilities
	Engineers, research personnel, and handlers 
	Specific information related to storage facility amounts and types of chemicals that could be attractive to terrorists 
	The ability to transport chemicals throughout the country 
	Storage containers, transport vehicles, and pipelines

	Commercial Facilities
Shopping malls, sports arenas, and entertainment venues
	Business owners, customers, commercial suppliers 
	Proprietary competitive information
	Ability to receive and ship good throughout the nation and region
	Point of sales equipment, transportation, and entertainment venue equipment such as theaters and amusement rides

	Communications
Emergency Services Radio Tower
	Public safety communication operators

	Community emergency response plans


	Processes to store and automatically display data on monitors
	[bookmark: _GoBack]Tower, computer equipment, and various communication equipment

	Critical Manufacturing
Vaccine Manufacturer
	Researchers developing vaccines
	Specific vaccine formulas and on-going research notes on developing vaccines
	Processes used to create the vaccines
	Equipment and computers associated with making the vaccines 

	Dams
Hydroelectric Dam
	Dam engineers
	Checklists and procedures for emergencies
	Computerized processes to open and close water gates
	Dam water gates and computers

	Defense Industrial Base
Aircraft and ground military manufacturing plants
	Design engineers and test pilots
	Classified information related to design and production
	Classified assembly processes for defense-related equipment manufacturing
	Manufacturing equipment to build defense-related systems 

	Emergency Services
Hospitals, urgent care, and emergency transport vehicles
	Highly skilled medical personnel, for example, physicians, nurses, and emergency medical technicians
	Patient records
	Ability to perform a variety of processes to include surgery and medical evaluations, for example x-rays and laboratory tests
	Medical equipment, specialized vehicles for use during contamination by chemical or biological attack

	Energy
Oil Refinery


	Engineers and refinery workers
	Maps and data related to the distribution points and critical areas that could affect oil flow
	Processes where demand is met as required by the country
	Computers, oil reserve tank locations, and pipelines

	Food and Agriculture
Farms and ranches
	Farmers, researchers, and ranch workers
	Proprietary information on growing techniques and hybrid foods
	Processes used in the feeding and care of livestock
	Specialized farming equipment for planting and harvesting crops

	Government Facilities and National Monuments or Icons
Ministry of Interior
	Intelligence officers and analysts



	Information about internal security and governments activities
	Processes to assist in information analysis and dissemination to field elements
	Computers, communication equipment

	Health Care and Public Health Facilities
National Hospital
	Doctors, nurses, and allied health professionals
	Emergency response plans and protocol
	Processes to transmit patient data and emergency information
	Computers and all medical related equipment

	Information Technology Sector
Data centers possessed by every sector
	Cybersecurity personnel and information technology managers and server technicians 
	All data stored on the server hard drives
	Ability to process encrypted data
	Hard drives, servers, cooling equipment, and backup power sources

	Nuclear Reactors, Materials, and Waste
Nuclear power plants and radioactive storage facilities
	Radiation material handlers and reactor operators
	Classified information related to the specific locations of weapons-grade nuclear material
	Ability to refine radioactive materials into usable form
	Glove boxes (a sealed container that allows a handler to work with the materials without actually touching it)

	Transportation, Postal, and Shipping Systems
Subway


	Passengers, subway personnel (security and ticket attendants)
	Subway routes, security information about patrols, locations not frequented by security
	Automated controls, switching and emergency processes
	Switching and control devices to include computers

	Water
Fresh Water Tank


	Water treatment specialists and security personnel
	Information indicating locations of freshwater outlets and intakes
	Processes to treat water and automated systems that check and adjust for quality
	Pumps, water treatment chemicals, and equipment
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